
Araknis Networks® AN-300-RT-4L2W Gigabit Router
LAN & Firewall Performance Comparison Versus Cisco Systems, Luxul & Pakedge

THE BOTTOM LINE

2

Demonstrates lowest latency on LAN switch testing

1

Delivers a line-rate throughput of 1Gbps per port 

across all 4 LAN ports – equivalent to Cisco and 

Luxul and better than Pakedge

Delivers highest throughput in firewall test of 

~500Mbps bi-directional

3

EXECUTIVE SUMMARY
The WAN router is the essential building block of a business network. Multiple 

WAN and Gigabit LAN ports provide both the connection to the Internet as well 

as between internal devices. High-performance, low-latency LAN switching 

ensures the best conditions for internal communication and a high-
performance firewall ensures that interaction with the outside world will be 

optimal.

Araknis Networks commissioned Tolly to evaluate their AN-300-series Gigabit 

Router and compare their Gigabit Ethernet (GbE) LAN and firewall performance 

to comparable offerings from Cisco Systems, Luxul and Pakedge Device & 

Software. Tests show that the Araknis AN-300-RT-4L2W Gigabit Router delivers 

line-rate throughput of 1Gbps per port across all 4 GbE LAN ports – which is the 

same performance as the Cisco - and delivers better firewall performance than 

any of the other solutions tested. See Figure 1.
      ...<continued on next page>
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Araknis AN-300-RT-4L2W Cisco RV042G Luxul XBR-4400 Pakedge RE-1

LAN/WAN Firewall Bi-Directional Throughput (Mbps)
Across 2 GbE Ports 

(as reported by Ixia IxNetwork 7.40)

Note: Maximum theoretical throughput is 1Gbps. Firewall rules set to allow all traffic to pass from outside to inside. Stateful inspection disabled. The Luxul 

XBR-4400 did not pass test tool traffic properly. Results not reported.

Figure 1Source: Tolly, April 2015



The Araknis router was compared with the 

Cisco Systems RV042G Dual-Gigabit WAN 

VPN Router, the Luxul XBR-4400 

Commercial Grade Router and the recently-

released Pakedge RE-1 Gigabit Wired 

Router. All are LAN/WAN routers that 

provide up to four ports of Gigabit Ethernet 

LAN connectivity and two or more WAN 

ports (implemented as GbE ports). See 

Table 1 for details of the solutions tested.

Firewall Throughput

Industry-standard RFC 1544 Throughput tests 

of multiple frame sizes, from 64-bytes to 1518-

bytes across two ports (LAN-to-WAN) were 

used to measure firewall throughput. The 

Araknis router outperformed all of the other 

solutions tested with Cisco performing second-

best in all of the tests. Even at the smallest 

packet size, the Araknis solution delivered over 

100Mbps of bi-directional throughput. With 

1518-byte packets, the Araknis solution 

delivered 492Mbps of bi-directional 

throughput.

The Pakedge firewall throughput maxed out at 

129Mbps bi-directional at 1518-bytes and was 

a mere 6Mbps at the smallest packet size.1

The Luxul XBR-4400 device exhibited severe 

packet loss when running the firewall test even 

when running a configuration provided by 

Luxul. Because those results are not likely 

indicative of Luxul’s actual performance, they 

are not reported in this document. 

LAN Switch Throughput and 

Latency

Industry-standard RFC 1544 Throughput 

tests of multiple frame sizes - from 64-bytes 

to jumbo frames of 9216-bytes across four 

GbE LAN ports - proved that the Araknis 

router delivers the same line-rate 

throughput as the Cisco solution which 

only supported frame sizes up to 1518-

bytes. 

By contrast, the Pakedge solution 

experienced frame loss in every test, 

delivering between 75% and 97% 

throughput depending upon the frame 

size being tested.
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1 Tolly sent Pakedge their results. While Tolly received read receipts from several Pakedge recipients, Pakedge did not respond to this outreach.
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Layer 2 Gigabit Ethernet Switch Throughput
Across 4 Ports in a Port-to-Port Configuration

(as reported by Ixia IxNetwork 7.40)

Notes: The Cisco RV042G, Pakedge RE-1 do not support jumbo frames. The Luxul XBR-4400 supported jumbo frames running an alpha version of 4.0.8.

Source: Tolly, April 2015 Figure 2



The Luxul XBR-4400, tested with its current 

production firmware, delivered line-rate 

throughput at all frame sizes up to 1518-

bytes but did not support Jumbo Frames. 

Tolly contacted Luxul and provided them 

with their results. Luxul noted that the next 

version of software would support Jumbo 

Frames. Luxul provided Tolly with an Alpha 

version of that software for the test and 

verified that the Luxul XBR-4400 delivered 

line-rate throughput with Jumbo Frames. 

See Figure 2.

Similarly, latency tests showed that the 

Araknis device delivered lower latency than 

the other devices tested. Tolly engineers 

noted that when running the Luxul 

XBR-4400 with 4.0.8 Alpha firmware, that 

the latency increased for the two smallest 

frame sizes. Tolly reported both sets of 

latency results for Luxul. See Figure 3.

Test Setup & 

Methodology
All routers under test provided up to four 

ports of LAN connectivity and up to four 

ports of WAN connectivity all using  Gigabit 

Ethernet (1000Base-T). Some devices 

allowed a given port to be assigned either 

as a LAN or WAN port. Multi-WAN 

connectivity was not tested.

Performance

All tests were run using Ixia’s IxNetwork 

7.40.929.15 EA running in conjunction with 

IxOS 6.80.1100.7 EA. A single Ixia Optixia 

XM2 was outfitted with copper Gigabit 

Ethernet ports provided by a LSM1000 

XMV16-01 card.

All performance testing used four ports. All 

performance tests used port-to-port traffic 

mapping.

Firewall Throughput & Latency 

Tests

The Ixia RFC 2544 template were used for 

the firewall throughput. All tests were run 

using the following frame sizes: 64-, 256-, 

512-, 1518-bytes. All tests were run three 

times for a duration of one minute each. 

The average of the three runs was reported.

Device Configuration
Most firewalls allow outbound traffic but 

require access rules before inbound traffic is 

allowed to pass. 

For each device, an access rule and/or port 

forwarding rule was configured to allow 

inbound traffic to pass through the firewall 

to the “inside” test port. Where Stateful 

Inspection was an option, it was disabled. 
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Source: Tolly, April 2015 Figure 3

Layer 2 Gigabit Ethernet Switch Average Latency (μsec)
Across 4 Ports in a Port-to-Port Configuration

(Lower numbers are better)

Notes: The Cisco RV042G, Pakedge RE-1 do not support jumbo frames. The Luxul XBR-4400 supported jumbo frames running an alpha version of 4.0.8.
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This was the case for Araknis and Cisco 

Systems. Additionally, for Luxul, WAN 

acceleration was enabled at the request of 

Luxul.

While the systems under test also support a 

DMZ, this was not used for the inside IP 

address as this would bypass the firewall 

functionality that was the target of the test.

LAN Throughput & Latency Tests

Devices were tested using default 

configurations unless otherwise noted and 

used 4 GbE LAN ports. The Ixia RFC 2889 

templates were used for all throughput and 

latency tests. All tests were run using the 

following frame sizes: 64-, 256-, 1518- and 

9216-bytes. The 9216-byte frame was used 

to test support for jumbo frames. All tests 

were run three times for a duration of one 

minute each. The average of the three runs 

was reported.

For the throughput test, the constant 

loading traffic profile was used with a loss 

tolerance of zero percent.

For the latency test, the constant loading 

traffic profile was used and the rate was set 

to 100%.
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Vendor Product Model
Gigabit 

Ethernet Ports
WAN Ports Software Notes

Araknis 

Networks
AN-300-RT-4L2W Router

AN-300-RT-4L2W 

Router
4 2 1.0.2.16

Cisco 

Systems, 

Inc.

Dual-Gigabit WAN VPN 

Router
RV042G 4 2 4.2.3.03 (Mar 19 2014) v3 hardware

Luxul Commercial Grade Router XBR-4400 4 (maximum) 4 (maximum)

4.0.7 (12/01/2014)

4.0.8 Alpha used for 

jumbo frame support

5 GbE ports total. 4 can be 

assigned to use as either 

LAN or WAN

Pakedge 

Device & 

Software, 

Inc.

Enterprises Audio/Video 

Router

RE-1 Gigabit Wired 

Router
4 (maximum) 2 (maximum) 1.12

5 GbE ports total.  1 can be 

LAN or WAN. 1 dedicated 

WAN, 3 dedicated LAN

Commercial Grade Routers Under Test

Table 1Source: Tolly, April 2015

Note: Luxul 4.0.8 Alpha firmware was XBR-4400-A150330-1424.lxl

Test Equipment Summary
The Tolly Group gratefully acknowledges the providers

 of test equipment/software used in this project.

Vendor Product Web

Ixia

Optixia XM2

Software: IxNetwork 7.40

IxOS 6.80 http://www.ixiacom.com

Siemon Cable Infrastructure http://www.siemon.com

http://www.ixiacom.com
http://www.siemon.com
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About Tolly

The Tolly Group companies have been 
delivering world-class IT services for more 
than 25 years. Tolly is a leading global 
provider of third-party validation services 
for vendors of IT products, components 
and services.

You can reach the company by E-mail at 

sales@tolly.com, or by telephone at

 +1 561.391.5610. 

Visit Tolly on the Internet at:

http://www.tolly.com

Interaction with Competitors

In accordance with Tolly’s Fair Testing Charter, Tolly personnel invited 

representatives from the competing vendors to participate in the testing. 

Cisco and Pakedge did not respond. Luxul responded and provided alpha 

code to support jumbo frames for LAN Switching. 

For more information on the 

Tolly Fair Testing Charter, visit:

http://www.tolly.com/FTC.aspx
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Terms of Usage

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional 
investigation for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability 
based on your needs.  The document should never be used as a substitute for advice from a qualified IT or business professional.  This 
evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under controlled, 
laboratory conditions. Certain tests may have been tailored to reflect performance under ideal conditions; performance may vary 
under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for their own 
networks. 

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights can occur. The test/
audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the 
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers. 
Accordingly, this document is provided "as is," and Tolly Enterprises, LLC (Tolly) gives no warranty, representation or undertaking, 
whether express or implied, and accepts no legal responsibility, whether direct or indirect, for the accuracy, completeness, usefulness 
or suitability of any information contained herein. By reviewing this document, you agree that your use of any information contained 
herein is at your own risk, and you accept all risks and responsibility for losses, damages, costs and other consequences resulting 
directly or indirectly from any information or material available on it. Tolly is not responsible for, and you agree to hold Tolly and its 
related affiliates harmless from any loss, harm, injury or damage resulting from or arising out of your use of or reliance on any of the 
information provided herein.  

Tolly makes no claim as to whether any product or company described herein is suitable for investment.  You should obtain your own 
independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project related 
to any information, products or companies described herein. When foreign translations exist, the English document is considered 
authoritative. To assure accuracy, only use documents downloaded directly from Tolly.com.  No part of any document may be 
reproduced, in whole or in part, without the specific written permission of Tolly.  All trademarks used in the document are owned by 
their respective owners.  You agree not to use any trademark in or as the whole or part of your own trademarks in connection with 
any activities, products or services which are not ours, or in a manner which may be confusing, misleading or deceptive or in a 
manner that disparages us or our information, projects or developments.
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